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No.E&A (Agri)6-334/2023
GOVERNMENT OF THE PUNJAB
AGRICULTURE DEPARTMENT

Dated Lahore, the 11" January, 2023

1 The Director General Agriculture (Ext. & A.R.), Punjab, Lahore.
2, The Director General Agriculture (Field) Punjab, Lahore.
3 The Chief Scientist Agriculture (Research), Ayub Agricultural Research

Institute, Faisalabad.

The Director General Agriculture (WM), Punjab, Lahore.

The Director General, PW & QC of Pesticides, Punjab, Lahore,

The Director General, Soil Survey of Punjab,' Multan Road, Lahore.

The Director of Agricultural Information, Punjab, .Lahore. .

The Director of Agriculture, Crop Reporting Service, Punjab, Lahore.

g The Chief, P&E Cell, Agriculture Department, Lahore.

10.  The Director of Agriculture (E&M), Punjab, Lahore.

11.  The Chief Coordinator, RAEDC, Vehari.

42.  The Director of Floriculture (T&R), Punjab, Lahore.

13.  The Director, Punjab Institute of Agriculture Marketing (PIAM), Lahore.
14.  The Managing Director, Punjab Seed Corporation, Lahore.

15.  The Registrar, University of Agriculture, Faisalabad.

16.  The Chief Executive, Punjab Agricultural Research Boa‘rd, Lahore.
17.  The Registrar, Arid University of Agriculture, Rawalpindi.
18.  The Director, Market Committee Provincial Fund Board, Lahore.

9.  The Registrar, Muhammad Nawaz Sharif University of Agriculture, Multan.
20.  The Chief Technical Advisor, Agriculture Delivery Unit (ADU), Lahore.
21.  The Secretary Agriculture Commission, Lahore.

22.  The Chief, Sugarcane Research & Development Board, Faisalabad

©cENDaA

Subject:- CYBER SECURITY ADVISORY — LEAKAGE OF SENSITIVE DATA
ON DARK WEB (ADVISORY NO.53)

| am directed to refer to the subject noted above and enclose herewith a
copy of letter No.SO(FG)3-72/2021 (Vol-l), dated 26.12.2022 alongwith its enclosure
received from Section Officer (FG-I), Government of the Punjab, S&GAD is forwarded

for information and strict compliance.
SECTION OF?&R (GENERAL)
: Ph. No.99210505

1. All Section Officers/Senior Law Officer & Assistant Director (Stat.), Stat.
Cell, Agriculture Department.
2. PS to Secretary Agriculture.
3. PS to Special Secretary Agriculture.
4 PAs to All Additional Secretaries / Deputy Secretaries, Agriculture
Department.
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No.SOFG-1)3-72/2021 (Vol-1I)
GOVERNMENT OF THE PUNJAB
SERVICES &GENERAL ADMINISTRATION
DEPARTMENT
(1&C WING)

Dated Lahore, the 26t December, 2022
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1. The Senior Member Board of Revenue, Punjab. 03 = fe )/ 3 .
2. The Chairman, Planning & Development Board, Punjab. -
. The Additional Chief Secretary, e -
Government of the Punjab,
5&GA Department.
4. The Additional Chief Secietary,
); | & A Sectit Government of the Punjab,
145y ° """"" waed Howmne Department.
dale... %ﬂ.uc
Jevi. ofthe P All the Adiivistrative Secretaries, Government of the Punjab.
\gri. Deplt. 0. The Inspector General of Police, Punjab.
7. All the Divisional Conunissioners, Punjab
& The Chairman, Punjab Information & Technology Board, Punjab.
9. All the Reputy Commissioners, Punjab.,
awnnecl: - CYBER - SECURITY ADVISORY - LEAKAGE OF SENSITIVE

D ATA ON DARK WD _(_ADVIbORY NO.53).

Kindly refer to the subject cited above and find enclosed lierewith a copy
5s Agri A T TYiier No.1-5/2003 (NTISB-11) dated 14.12.2022 received from Assistant Sec:rel:uyﬁ]
2: ::)) (ANNSB). Governmient of Pakistan, Cabinet Secretarial, Cabinet Division, (N'TISR),
AS (TF) | !slgnabad for neces=avv action and further distribution to - ﬁeld formation for
Chief P&LZ &
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ATO SEEY
Diary - 09 - anio

,&AI{VA,SA,'DIQ, PMS
SECTION brFICI:R (FG-T)

P.A. ToAS.A

Diary #

Cebiner

\JTIqB) (‘nvelnlnf‘ﬂf of Pa]\l“tan
o his letter

Assistanlt  Searetaryv-(J
[slomabad w/y

Secretarial, Cabinet DIVIQIOD (NII;B)
reterred above.

PEO to Principal Secretary to Governor Punjab, Punjab,
PS5O to Principal Secretary to Chief Minister, Punja
TS e Secratavy ([&C), S&CGAD,
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GOVERNMENT OF PAKISTAN P
CABINET SECRETARIAT
) CABINET DIVISION
(NTISB)

No. 1-5/2003 (NTISB-II) islamabad, the /{; December, 2022

Subject: - Cyber Security Advisory - Leakage of Spnsmve Data on.Dark Web (Advisory
No. 53)
Context. Dark Web is part of WWW and is only accessible using distinctive

software to allow users to remain anonymous of untraceable. It provides-anonymity, protection from

back-tracking and encrypted communication. Dark Web poses novel and formidable challenges to
law enforcement agencies around the world.

Pl Dark Weh versus Cyber Crimes.  Anonymity offered by. Dark Web makes it a

gateway to the world of crime and is known as hub of cybercrimes. Dark Web constitutes 96% of
{otal data available on internet. '

3. Dark Web Access Techniques. Access to dark web is managed by. biack
market administrators. TOR browser (the onion route), 12P (invisible internet project), secure shell
tool etc. are commbnly used to access dark web. Nonetheless, explicit credentials are still needed
to get unrestricted ingress to dark web fb_rums. |

4. " Use of DarkWebvbv‘ Criminals.  Dark/deep web is being used by nefarious

mindsets including criminals, terrdrists, HIAS and non-state..actors. .Criminals are constantfy
i inducting latest toe!s to enhance their attack weaponry. Few primary uses of Dark Web. by criminalz
are ae follows: - ' : _ )
a. Digital crimes including nacking, cyber builying/blackmailing, website o
defamation, buyingvzéro day exploité/ha‘cking tools, data dumps etc.
b. Access to»PersonaIly Identifiable Information (Pil) of citizens and key
appointments via leaked databases.

c. Scammed financial transactions via leaked banking/personal details.
d. Honey pots to trap civilians and government organizations.
e. Encrypted secure and private communication. ,’
f. Terror fmancmg/money laundering and payments through cryptocurrency.
/ g. Disseminating extremism, propaganda and publishing news of interest. i
' h. Radicalization of potential targets. | ,‘
i. Terrorists’ recruitments and trainings. ; A ‘.
j Banned outfits’ official statlements on websites (anonymity of location). |
k. Cross border collaboration and terrorist support. ' '
I. . Drug, human, obscene material and weapons trafficking. \ll
m. bounty hunting and ransom attacks. ‘ !
5. Recommendations. Users are advised to put in efforts to protect personzal and

official data from being exposed to cyber criminals and further leakage onhacking forums/dark web.
In this regard, safety guidelines are mentioned in ensuing paras:- |
a. Dark Web Guidelines I
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| Lo (1) Users are advised 1o stay aniy from exploring dark ety oo
' (being unsafe) ~—

(2) Honey pots are already sct up by HlAs and eyber cimimiai, i
civillans and government/intelligence organizations, Users <o
remain vigilant while surfing we.

(3) Cyber criminals could exploil users/systems leading tc hacking ang
leakage of personal/official data on dark web, |

b. Email/Social Media/Browser/other Apps

(1) Never forward, click/view link or pictures shared on emailihatufijo
by unknown sources/numbers.

(2) It is mandatory to apply 2x factor authentication on all email, socii
medial and banking accounts.

(3) One-Time Password (OTP) must never be shared with any ¢« 0
can compromise two-factor authentication.

(4) Do not Install untrusted software/applications (without digital signaturs
from third party $Ources on Windows and Android/iOS phone.

(5) Do not install unnecessary piugins on browsers except Aabioch ard
Adblock plus.

(6) Always install and regularly update reputed antimatware/anti-yir:
solution on both Windows/Android phonas. "

« tinbile Phone Calls.

) All under connand be serisiiized not o share pereonal infznmistion.
pasawords of sensifive informeation on phone calls.

(2) '\flshlng calls from unknown numbers must not he trusted and reporlad
to PTA If found suspicious.

(3) To counter social engineering/scam phone call, always ask relevani
questions’ from caller and carefully judge him/her to  enstia
authenticity.

B. Kindly disseminate the above message ‘to all concernad i YOu
organizations, all attached/affiliated departments and ensure necessary protective
measures. ‘ : -}:jd |

) _/"-..(M. Usman Tariq}
Assistan Secretary-1l (MHG!H
€1 Phit051-9204560
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| Divisions_of Federal Government _and_Chief Secretarics ol

All Secretaries of Ministries
Provincial Governments.

Copy to: - A " g o ;
1. Secretary fo the Prime Minister, Prime Minister Secretariat, Islamabad
2 Secretary to the President, Aiwan-e-Sadar, Islamabad

3. Cabinet Secretary, Cabinet Divisicen, Islarnabad

4.  Additional secretary-lll, Cabinet Division, Islarnabad

5 Director General (Tech), Dte Gen, 18! Istamabad
. 6. | Director (IT), Cabinet Division, Islamabad
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