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—— " No.E&A(Agri)6-334/2022
Y. 2. 207" GOVERNMENT OF THE PUNJAB
AGRICULTURE DEPARTMENT

Dated Lahore, the 31%' January, 2022

1 The Director General Agriculture (Ext. & A.R.), Punjab, Lahore.
2. The Director General Agriculture (Field) Punjab, Lahore.
3.

The Chief Scientist Agriculture (Research), Ayub Agricultural Research
Institute, Faisalabad.

4 The Director General Agriculture (WM), Punjab, Lahore.

5 The Director General, PW & QC of Pesticides, Punjab, Lahore.

6. The Director General, Soil Survey of Punjab, Multan Road, Lahore.

7. The Director of Agricultural Information, Punjab, Lahore.

8. The Director of Agriculture, Crop Reporting Service, Punjab, Lahore.

9 The Chief, P&E Cell, Agriculture Department, Lahore.

10. The Chief (WTO), Agriculture Department, Davis Road, Lahore.

11. The Director of Agriculture (E&M), Punjab, Lahore.

12.  The Chief Coordinator, RAEDC, Vehari.

13.  The Director of Floriculture (T&R), Punjab, Lahore.

14.  The Director, Punjab Institute of Agriculture Marketing (PIAM), Lahore

15.  The Managing Director, Punjab Seed Corporation, Lahore.

16. The Registrar, University of Agriculture, Faisalabad.

17.  The Chief Executive, Punjab Agricultural Research Board, Lahore.

18. The Registrar, Arid University of Agriculture, Rawalpindi.

19.  The Director, Market Committee Provincial Fund Board, Lahore.
/29.’ The Registrar, Muhammad Nawaz Sharif University of Agriculture, Multan.
The Chief Technical Advisor, Agriculture Delivery Unit (ADU), Lahore.
22.  The Secretary Agriculture Commission, Lahore.

23. The Chief, Sugarcane Research & Development Board, Faisalabad

Subject:- ADVISORY - PREVENTION AGAINST INDIA ORIENTED
OFFLINE MAPS MOBILE APPLICATION-DEESHA (ADVISORY
NO.94)

| am directed to refer to the subject noted above and enclose herewith a
copy of letter No.SO(FG)3-72/2021 (Vol-l), dated 17.01.2022 alongwith its enclosure
received from Section Officer (FG-1), Government of the Punjab, S&GAD is forwarded

for information and strict compliance.
Lo

SECTION OFFICER[{SENERAL)
Ph. No.99210505
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3 No SO(FC) 7272028 (Vol-i
S 3TN GOVERNMENA OF THE PUNIAD
' i) ; SERVICE &GENERAL ADMINIS 'RATION
i DEPARTMENT
¥ : "'f*\. . .
i\;\r-"_ ";' ﬂy : (J&C WING)
\ - .
3)’ a4 “J Dated Iahore, the ,J"'-.Immnry 2022
T - '
4. Ee Senior Member, Board of Revenne, Punjab Didiry N° O/O(S 3
$5 Agri 6. The Chairman, & D Board, Punjab. . Bare )_[1 \_/ _
. A . Agric
0 The Additional Chief Sceretary, Punjab., Siie Do pt
Y4 ] a8 ”. v glete 'y,P L Civil s Secretayig teLtm-’ ‘
S H. Al the Administrative Sceretaries, LY
) Government of the Funjab, PA 5 A & %
Q O A RN
Bt} i The fnspecio ﬁvnm al of Police, LY Admri
Civies PEEC Injah. ' _:,L
. . e f\" N
XY i, All the Divisional Commissioners in Punjab. ’ 7’5{ 29
i) 2 Ihe Chairman, Punjab Information Technology Board. O/',_ ’
Subject: ADVISORY. _~PREVENTION AGAINST __INDIA__OJRIENTED
W  OFFLINE MAVS MOBILE APPLICATION-DEESIIA (ADVISORY
| ! ’\‘() ‘
M ¢ N£.94).
Findly refer to the subject cited above and find enclosed herewith i copm
Y |
/ prfer Ne=5/2003NTISB-1) /24 daled 11022022 recetved  fom Assishinl
Q CEBJ) Seerotar 1T (NI, Goverminent of Pakislan, Cabinet Secretariat, National Telecory
ol Dleouation ';"L‘(‘hm)lﬂji\ Security Board {(NTISB), Istaabad iov necessary action
\ml (\mhu clmrxbuuun 10 hcld fm mation for compliance, pk:\se . 7
3 g ( / W )
9— A l
Q it | (SLCIION m“ncﬂu (FG-t)
1. Assistint Sc-.:retm'y-].l (NTISB), Government ol Pakistan, Cabmnel
P) _ .‘w‘éurctm"ur National Telecom and Information Technolagy Security Board
f) - (NTISR), Islnuabad w/r/t his letter referred above.
2. PSto Sceretrry (]-‘_\'.C-), S&GAD. . '
S ‘ ,
. DS ‘A'l) E &A Secnon AT ' ‘ . 3.
Bz"?\r‘)- ?‘:0 y ; Dlaw No ""2}0 -'0-. X -’ » » : \ : f
Cate_ 3@ .55 — Gow e Punjab e englog ;
, Agri, Deptt 1
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GOVERNMENT o PAKISTAN
CABINET SECRETRIAT, CABINET DIVISION :
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD
| NTISE :

No. 1—572003 (NTISB-11) / 24 'slamabad ‘1 tauuary 02T
Subject: Advisory - Preyenti |

f ndian .0 :

| \ A_ppllcatlon Deeslta (Advuory No.94) G Ofﬂmn "t-nm. lwol:g_

1. Introduction,

Recently, it has been
application "Deesha
application is not available on Google P! iay st

servers, tJ ers feedback of the application is qwte positive, nence, irs large scale usage
fulure cannot be ruled out.

“)
P

cbserve't that an ‘tndi-an

: ngin ¥ par Y
is being used for offine road Navigation, T*-a

ore and may be downloaded from 3rd peiry

Android itavigational

N

t-eaturee Deesha Application, The applrcahon autc
system, d: ata store, SMS read and location permlssmn withou

Adrtltlonat features of the appllcatlon include; dlsplaylng loeati
aceuracy,

matieally gets access to host
t-prior knowledge of the users.

lon in Indian Grld System v.ith
navigation 1o save way,. pomts photo geotagglng location sharlng,

panning and Zooming option and dlsplayfng devuce way
independent of

map view W th

noints. Computation - of |OCHtIOI‘ '
availability of internet / mobile network. As Deesha

tnder command 0|oamzanors ['users may

s an Indian 39 peny
f“)!‘ ”f‘ 1O,

be mstructeJ o u:.ra n from rte L.
“En m-wt va:‘m,es if teeommendduons o be adhered to whl e dnwnloadmg/ using mot-'e
.,' { appi C"’ultjtnu‘a ‘e mentioned at Para 3. - o St :
0 Best P

ra\,uc,es / Recomniendations for Mobile Application Usage
el o

‘Block.all applications installs from unknown sources, these. -options 37
disabled in Android by defauli and it should stay that way.

NI

«. Only install application form official App Stores / Google Play Store. '
Google Play protect (Android built in Anti Malware) mu;t not be switched

i off in any case. It detects suspicious Iooklng apps in your .nob|le device
\\\ t'/ based on thelr behavior and generates alerts for user.

Do not click on links that promise unusual features or funcflonallt,es‘ '
r~uch as "WhateApp offers of free Airlme Trckets" are usually just gn |
atiempt to: steal your personal data The same apphes to. phishing mcludmg E'.
lexts from friends contammg susplcious URLs. e T v ‘\
|

C)‘
Before lnstalhng any appllcatlon, user must read its privacy polrs,uy

(7 /& explammg what data |t |s collectmg form users and wuth whom |t is.
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\ e
g 3
{. it is strongly recommendad 1o all users lo ensuie Keopnog oo 7

communication app up-to-date from their respective fAppy Stosan o

ignore updates from apps installed on your device.

. Regularly Update Viobile Operating  System  wheneve: oo
available. "

h. Use of mobile Antivirus in order to prevent any danger that may aifoit vis

Personal data on device.

i Carefully consider what information vou 'wani to store o fhe denn
remember that with ecnough time, sophistication and @ocess o fise e
attacker can.obtain your stored informalion. _

i. Be careful when using social networking apps; these apons miny vevi
persongl information to unintended patiies. Be especiaily caiansid whn v o
services that track your iucation. v |

4. Disseminate the same 1o nﬂvnf:hed‘/ afilialed, Depariments and Brarehios eaade

o neeassary action, pleasc.

i

1}
% |
\

i, Regorting ef Suspicious Eiles [ Bealls, Ay pealicicie T ptivity noy
cepntard o this organization on the Gllowing email addiass for anabysis s owon e

== o B > , —

HORUON-IMSASUMES! = o s e

. ; = 3 s ’
asntisb2@cabinet.gov.uk
Wy ., :
vy [ !
U\-,/ A s ‘h" ¢

':T e W . "
(Muhainad thonar
=l ~ ‘!‘ eI ;_‘! cafT N

sistant Secieliny-lof o

Fooper 051620400 -

Ly R g

All Secretaries of Ministries / Divisions of Federal Governient and Chlel suaceiai
of Provingial Governments. '

Copy to! -

Secretary to the Prime Minister, Prim&‘a Minister .‘Sec?retaria{_, E&:!a‘fnr?;»a!.xf';:!
Secrelary.to the Presidenl,.Ai‘war'x-e.-faadar, Islamabad
_Cabinet Secre!=:y, Cabinet Division, I;Iam,,n!;;ad ,
* Additional Secretary-ll, Cabinet Division, Iélgmabad |
Director General (Tech), Directoraie {seneral, ISl., Islarnabad
Director (IT}, Cabinet Division, Islamabad. :

e o
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zﬂ. 3:
No.E&A(Agri)6-334/2022

GOVERNMENT OF THE PUNJAB /h.2.24
AGRICULTURE DEPARTMENT

Dated Lahore, the 31 January, 2022

s The Director General Agriculture (Ext. & A.R_.). Punjab, Lahore.
2. The Director General Agriculture (Field) Punjab, Lahqre.
3 The Chief Scientist Agriculture (Research), Ayub Agricultural Research

Institute, Faisalabad.

4 The Director General Agriculture (WM), Punjab, Lahore.

5 The Director General, PW & QC of Pesticides, Punjab, Lahore.

6. The Director General, Soil Survey of Punjab, Multan Road, Lahore.

7. The Director of Agricultural Information, Punjab, Lahore.

8 The Director of Agriculture, Crop Reporting Service, Punjab, Lahore.

9. The Chief, P&E Cell, Agriculture Department, Lahore.

10.  The Chief (WTO), Agriculture Department, Davis Road, Lahore.

11.  The Director of Agriculture (E&M), Punjab, Lahore.

12.  The Chief Coordinator, RAEDC, Vehari.

13.  The Director of Floriculture (T&R), Punjab, Lahore.

14. The Director, Punjab Institute of Agriculture Marketing (PIAM), Lahore.

15.  The Managing Director, Punjab Seed Corporation, Lahore. ' :

16. The Registrar, University of Agriculture, Faisalabad.

17.  The Chief Executive, Punjab Agricultural Research Board, Lahore.

18.  The Registrar, Arid University of Agriculture, Rawalpindi. ’

19._ The Director, Market Committee Provincial Fund Board, Lahore.
,20./ The Registrar, Muhammad Nawaz Sharif University of Agriculture, Multan.

21.  The Chief Technical Advisor, Agriculture Delivery Unit (ADU), Lahore.

22.  The Secretary Agriculture Commission, Lahore.

23.  The Chief, Sugarcane Research & Development Board, Faisalabad

Subject- CYBER SECURITY ADVISORY-VULNERABLE NHA WEBSITE
AND MOTORWAY MOBILE APPLICATON (ADVISORY NO.93)

I'am directed to refer to the subject noted above and enclose herewith a
copy of letter No.SO(FG)3-72/2021 (Vol-1), dated 17.01.2022 alongwith its enclosure
received from Section Officer (FG-1), Government of the Punjab, S&GAD is forwarded

SECTION OFF@é (GENERAL)
Ph. N0.99210505

for information and strict compliance.

[L( 2V 1 %
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TOP PRIORITY

: NG.SOFG)Y3-7- ’/)021 (VOI I)
(b ; | G(NT'RN(NH«NI OF THE PUN[I\;‘\ o
'), : SGERVICE &GENERAL ADMINISTIV
, ~ DEPARTMENT
: (1&C WING)

Dated Lchore, the * }'H’Janl]’u‘y 20%

To ’ S /
1. The Senior Member, Board of Revenue, PunJab Diary ’\'023,@"7‘3'] ";*‘““
2. The Chalrman, P&D Board, Punjab. £ it ~ Date =
i - i & p G p P g g - Agriculiure an r.‘ e
3. Phe Additional Chief Secretary, Punjab. "1+ Civil Secretariate e
4. All the Admlmstratlvn Secretanes,
> Governmeat of the Punjab.
' : v 5 The InspectOL General of Pohce, _ E
?. - Punjab. °
. |sSAgri ' 6. All the Divisional Commissioners in Punjab.
C{AS(A) 7 ' The Chair man, Punjab Information Technology Board
i e tp o
- v‘_l ubject:- CYBER SECURITY ADVISORY-VULNERABLE NHA WERSITE
AS (iF) AND MOTORWAY MOBILE APPLICATION (ADVISORY N¢.03}.
- |Chisf PAEC 53
' [PO 7 Kindly refer to the subject cited above and find enclosead herewith a copy
PS le

f letter No.1-5/2003(NTISE-II) dated 11.01.2022 received from Assistant Secretary-il
/ : -

(NTISB), Government of Pakistan,

Cabinet Secretariat, National Telecom ouid

Information Technology Security Board (NTISB), Islamabad for-necessary action-and

further distribution to field formation for cdmp]iance, please. £ :
A\ ; 3 !
: . ’_‘"J. 11 \
’ lr\,\ 1708 AN t I. )x |
4 LP = ‘ | ' (SECTION OFFICER (FG-I)

— 5 7 - -

e , T 1. Assistant Sec’re‘tary-II (NTISB), Government of Pakistan, Cabinel "
: {l_e CN(. ”\Qtd,—\e Secretariat, National Telecom apd Informatioh’Ifechnology Security Board
(NTISB), Islamabad w/r/t his letter referred above.
d/ ) 2. PSto Secretary (I&C), S&GAD. ‘

' 'P’hc&)ﬂ&ﬁ

E&A cht_imfxw 0 ‘

~ Diary No.... 40....
DaweL)0lnd Q...

A‘ -~ Govi.of thePumab

5 Apzi, Deott..

Nni. mﬂ%
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GOVERNMENT oF PAKISTAN
| CABINET SECRETR |
. NATIONAL TELECOM & INFORMATIAT' TEINET DIVISION

ON-TECHNOL
NTISE) OBY SECURITY BOARD

No, 1612003 (NTISB-1I) :

S1amabad 11 anuary 209,
Subject-  Cyber_Security Ad

visory - Vuln Gl : TRV
Mobile A lication Wable .NHA-webs:te and Motoryay ;

1. It has been obseryeq that Nationg
(nha.gov.pk) and Motorway‘s M

webserver, remote command & control and partial authentication of users. It is also

recommended that M-Tag application be thoroughly screened by 3rd
Security aspect before its offi

Annexure A for compliance.

party from Cyber
al launching.. Moreover, an advisory is attached at

I

2. Disseminate thé same messa
affillated departments and ensure Cyb
that contain personaliy identifiable’ i

LoAlizens data must be | pre

ge in’your organizations, all attached /

er Security aspéct of webh / mobile;, applications /

|
nformation (Pll) or citizen’s data. The P!l or o a‘

protected by .'en_suring; secure softwa_re. &evelopmeht. _ ’
_g\\\‘\‘ Rractices, hosting services and security testing f web / mobile applications prior ’
\ 1o their official Jaunch.” | '

-
N

\

-
);e/.f'/nz? . -Major i |
-1 (Muhaninfad Usman Tariq) ’-

i Assistant Se¢retary-l| (NTISB) :
Ga el - » - [Ph#051-9204560 |
“ . To . . i
Chairman (NHA), _ _ |
Nationai Highways Authority (NHA), '

Islamabad. . .

I Al S;ecretaries of Ministfies I Divisions of Federal Government and Chief Secretaries.
of Provincial Governments, B .

Copy to:- - PR
- 1. Secretary to the Prime Minister, Prime Minister Secretariat, Islama
2. Secretary to the President,-")\iwan-e-Sadar, Islamabad
3. Cabinet Secretary, Cabinet Division, Islamabad
i1 i - A4 .. Additional Secretary-iil, Cabinet Divisio
R e e 4 Director General (Tech), Die :

.
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ﬁ: nexur«n.‘

Cyber Se cuntv Advisory -- VUinerable NHA website te and Motorway iV b_lg g
Application (Advisory No. 92) .

1. -The identified vulnerabilities, thelr lmpact and recommended mitigatioﬁ measures ars;

as under :-

Vulnerability | _Description NMitigation

SQL Injection | An ~ attacker may | » Data received fion.

| (mis.nha.gov.pk) execute - - . arbitrary ~external parties musi
| RAMD, LBMIS, PMIS statements con - the be validated such
(Appendlx I) - ‘Vulnerable system. This | that only the value /

. may. compromise.| - that passes ' ihe |
integrity  of ‘Database.| - .validation can be |
and expose sensitive |- processed. '

/
mformatlon R e- By empioyiric /

- parameterized
. Queries, user input i |
AR e . automnhcally quoted
R g - { and ‘the user
| ‘ Th attacker - supplied
: : - input. will \ivot cause
‘change of the intenr.
This. coding style
. heips prevent - SQL.
" “.injection aftack. '
¢« ‘Stored procedure: ;
R : oo .CAN. feduce i |
: - accaess to  {fractions
of databasa, makine
e P : - - R es:;,gntldl
) s e database secuniy /
° Always - T useE |
" character-escaping I’

'functlong for usey-
supplied input |
provided by
database
- T ~managemeni system;
! ' < (DBMS). This s
| | done to make suie
that DMBS never
confuses |t with SQL
~ statement prov.deu
s c cged it | SRR . Sy v - by developer.
b.- | Weak Password RAMD, | An Attacker can access | Use strong passwords 2
LBMIS (Appendix )] the content of web, alllevels l
' pages o P !
| Dlrectory Listing | Directly  “listing - is | Web servers should b |
A Enaoled (Appendnx Ill) enabled on website that configured - tg' .. disabi: ,
can results in increasing dlrectory h.,tmg by ;"
1

attack  surface during’ ‘default
exp!oltatlon and Ieakage \
| of data.. ,
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Er

s T e

Cross

.(Appeh dix IV)

instead of OTP to

person and tokens
are generated prior

authentication.

- anyone with
knowledge of
victim’s phone
number.

» Authentication
tokens can be
reused for any

Site  Scripting [ Maii
(mis.nha.gov.pk) pung Cious  users may | « Whenever possible
inject JavaScript, prohibit HTML "cog
| . VBScript, ActiveX, ininputs °
HTML. or Flash into a| , Validate Input
vulnerable application to Validating the %uts
lure users to gather data to ensure it m ata
| from them. An attacker specific criteria, ik
| can steal the session | o ‘Secyre cookie
- S. By
cookie and take over | setting ‘rules for web
f??:ou:ster Imaerfsonatlng applications defining
also how cookies are
possible to modify the “handled can prevent
<content or the page X8S and even block
presented to the user. JavaScript from
accessing cookies
» Use a web
application Firewall
(WAF). Rules can be
created on WAF to
specifically address
XSS by blocking
abnormal server
1 B e - _ - requests L
e. Insecure Website communicates Incorporate secure
Communication over insecure- HTTP ! certificate (https)
(http://mis.nha.gov.pk) protocol = ‘
(http:/inha.gov.pk)
Motorway WM-Tag Mobile Application (onenetwork pk) _r
5. I M-Tag Onenetwork | « An' attacker can | Two factor | -
1 Mebile: .Appiication; utilize  Onenetwork | authentication must  be
Broker Authentlcauon server - to  send-|ensured by sending an
, Flaw customized = SMS | OTP to registered phone

number only to avoid

illegitimate 1 /
unauthorized access to
potentially sensitive
data.

to complete user:

{

- Cyher Secursty Best Practlces for Website and Moblle Apphcatuon

Upgrade OS and Webserver to Iatest versmn ‘
0. Webs:te admin panel should only be accessmle via whﬂe-hsted 1Ps,

¢! Vulnerablllty Assessment and penetratlon testmg Oi appncatlon be
i carried out to identify potent:al threats on: routlne baS|_
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Complete websité be deployed on inland servers includi.

d. database and web infrastructure.
é. HTTPS protocol be used for communication between client and we:
server. *
f. - Application and database be installed on different machines wiii
proper security hardening. )
g. 'Sensitive'data be stored inﬂ'encrypted form with noe direct pulbsic
access. ; g |
h.- Proper securlty hardemng of endpomts and servers be performicd
/ and no unnecessary ports and appllcatlons be used.
i Updated Antivirus tools / Firewalls be used ‘on both endpoints and
servers to safeguard from potgntial_ threats. ‘ I
J. Enforce a strong password usége policy.
K. Remote management services like RDP and SSH must be disabled '
in production environment. -
L. Deploy web application firewalls for protection agamst web attacku

m. . Employ secure coding practices such as parameterized quenuu
proper input sanitization'and validation to remove malicious scripts.
n. Keep system.and network devices up-to-date.

For-attacks~gwreconngissance, Logretention policy must te devisu

o

for at least 3x months on separate device.

° p. . In-case of mobile applications, two factor authentlcatlon must be
‘ ensured by sending an OTP: to reglstered phone number only to avoid
-4 - illegitimate / unauthorized accgss to potentlally,sensmve data:

.q. The mobile application. must communicate with secure services over

https to "avoid MITM attacks. Andrmd SSL pmnmg mu st be
implemeénted as an additional securlty measure at applucat;on leveal
Enable Android ProGuard for optimization and obfuscation of Android

|

to thwart reverse engineering attempt.

s..  Vulnerability of mobile application must’ be carrled out before public
launch. ‘ '
: t. - Adhere to-Mobile Applicatlon Security Best Practlces available. at the

link https //developer. andrOId.Gom/toplclsecurltvl_best practices.

3 Reportlng of vaer Security Issues / Queries. ; . For reporting

~malware or any other query or issues regardmg Cyber Secunty. detall:, mdy
please be forwarded to the following email address: - :

asntist@cabinet.gov.pk
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