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Dated Lahore, the 24" April, 2024

To
1. The Director General, Punjab Agricylture Marketing Regulatory Authority, Lahore.
2. The Director General Agricultyre (Ext. & A.R.), Punjab, Lahore.
3. The Director General Agricultyre (Field) Punjab, Lahore.
4, The Chief Scientist Agriculture (Research), AARI, Faisalabad.
5. The Director General Agricultyre (WM), Punjab, Lahore.
6. The Director General, PW & QC of Pesticides, Punjab, Lahore.
7. The Director General, Soil Survey of punjab, Multan Road, Lahore.
8. The Director of Agricultural Information, Punjab, Lahore.
9. The Director of Agriculture, Crop Reporting Service, Punjab, Lahore.
10.  The Chief, P&E Cell, Agriculture Department, Lahore.
11, The Chief, CPEC / WTO Cell, Agriculture Department, Lahore.
12. The Director of Agriculture (E&M), Punjab, Lahore.
13, The Chief Coordinator, RAEDC, Vehari.
14. The Director of Floriculture (T&R), Punjab, Lahore.
15, The Director, Punjab Institute of Agriculture Marketing (PIAM), Lahore.
16.  The Managing Director, Punjab Seed Corporation, Lahore.
17, The Registrar, University of Agriculture, Faisalabad.
18.  The Chief Executive, Punjab Agricultural Research Board, Lahore.
19. _ The Registrar, Arid University of Agriculture, Rawalpindi.
.20./ The Registrar, Muhammad Nawaz Sharif University of Agriculture, Multan.
21, The Chief Technical Advisor, Agriculture Delivery Unit (ADU), Lahore.
22.  The Chief Sugarcane Research and Development Board, Faisalabad
23.  The Director Agriculture Marketing Development Fund, Lahore.
Subject: i

CYBER SECURITY ADVISORY — HOSTILE APTS TARGETING
PAKISTANI OFFICIALS WITH ANDROID APPS FOR DATA
EXFILTRATION VIA GOOGLE PLAY STORE (ADVISORY NO.06).

il CYBER SECURITY ADVISORY — MICR FT_PATCHES FOR 61X
\N\ VULNERABILITIES IN MARCH, 2024 UPDATE

ADVISORY
NO.07).
\ Kindly refer to the subjects noted above and find enclosed herewith letters
Qﬁ No.SO(FG-1)3-72/2021(Vol-III) and No.SO(FG-1)3-72/2021(Vol-III), dated 16.04.2024
&

along with their enclosures received from the Section Officer
informatiqn and further distribution for compliance.

'WY\ ﬁ (AFTAB ASHRAF)
ECTION OFFICER (GENERAL)
\ MS - [Co I PT.. N0.99200518

All the Section Officers of Agriculture Department. \

FG-I), S&AGD, for

PS to Secretary Agriculture.
PAs to Additional Secretaries, Agriculture Department.
PAs to Deputy Secretaries, Agriculture Department.
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GOVERNMENT OF THE PUNJAB
SERVICES &GENERAL ADMINISTRATION
DEPARTMENT ‘
(I&C WING)

Dated Lahore, the 16t April, 2024

1 The Senior Member Board of Revenue, Punjab.

2. The Chairman, Planning & Development Board, Pynjab. )

3. The Additional Chief Secretary, LJ,_., NO/L// .
Government of the Punjab,
S&GA Department.

4, The Secretary,
Government of the Punjab,
Home Department.

| AL 10AS./ a’
All Administrative Secr t of the Punjab. )
etaries, Government o j Diary # [ [__{;

na
The Inspector General of Police, Punjab. , )
All Divisional Commissioners, Punjab Date .Li/ﬁv 2 -

The Chairman, Punjab Information Technology Board, Lahore.
All Deputy Commissioners, Punjab.

iCfurn Deptt.
Vedietariate Lhy,

O O®NOWy;

CYBER SECURITY | ADVISORY — MICROSOFT PATCHES FOR 61x

Subject: -
LIDPER SELURIIY ADVISORY — MICROSOFT PATCHES FOR 61x
VULNERABILITIES IN MARCH, 2024 UPDATES (ADVISORY
NO.07)

Kindly refer to the subject cited above and find enclosed herewith a
copy of letter F.No.1-5/2003/24(NTISB-II) dated 01.04.2024 received from Assistant
Secretary-1I (NTISB), Government of Pakistan, Cabinet Secretariat, Cabinet Division

(NTISB), Islamabad for necessary action as per law/rules/policy and further

s 1/ el
n distribution to field formation for compliance. p
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|chief Pakc SECTION OFFICER (F&-I)
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] ps Copy to:-
1. Assistant Secretary-II (NTISB), Government of Pakistan, Cabinet
- Secretariat,” Cabinet Division, (NTISB), Islamabad w.r.t. letter referred
3 & A Section above.
Diary No...%-a- 2. PSO to Principal Secretary to Governor Punjab, Punjab.
T.}ate......‘l«‘la!ir..l‘l_--- 3. PSO to Principal Secretary to Chief Minister, Punjab.
Govt. of the Punja® 4. pg ¢4 Secretary (I&C), S&GAD
Agri. Deptt.
p
t\)
NM % \
A0 AL




i ol ' ,-"'_f,‘:j',f/u i(‘!
it TN (% fOm
\‘}'*lk},k(r“’v e, ; o l,‘un " ,“ ”' (4 i h J}.} 1N ] /
iR ot v J /
”‘,‘. )? &“A éh{( }(1*"A|¢'Al s i
1 } J" ] (B 1)," YOS

"\ .,.',‘
oA W

/2008 AN TS )y Islanabad, the 1u Apri), 2024

Uyber Seeurity Ad\»is;m uMicrpsolt Ratchies Loy ;0,&,,'ywuu,ngﬂhwlm‘4,,.
M L&J\\ .‘-LOU ‘ Und \Lﬁq (A”A_[H_Q&y NU. 07) e g

u,amdmtmm ‘wct"",, Misyosoft has issued ]hlf'lmu for 61 ,,VW'L
Lomon Volnerabilides and 1 \pn ey faeleding two ertical flayes (CVE ?0/4 21334‘

Microsatt Once \Managervem fenaveae, re Pesore Code Exeoution Vulnvmbluty (’Vl'«-
221400, Microsoft Avure Kubernetes Privileye Escalation Vulnm.ﬂnlity) being aruvcly

explowed. ‘e

2 Above in vicw, adiminispyac % and wsers of all Microsoft ; L‘OﬂUNﬂrdf“ adwecd

N
RL e
J 3

Wapdiie thea deviees, applcations ! Uhit miest patched version,

j Kindly dissemingie e wove infortmation to aH conccmcd in yout

Lrganications, all m\\mlnui/.uuh.mu wepartments .md ensure necc:,Sary protectwe

measures.,

: zl lv:"‘ W ' Y
( uhammad Usman Tari%
Ausistant Secterapell: (M‘I‘TS )
Ph# Oal~9204560
All__Secretaries of Min!s stries/Divisivgns_of (he Federal GovernmeﬁLa.nﬂ;Qm"ﬂ :
Sceretaries of the valm ial Gnvcrnnrwms ' . 4 ' '
Copy o ‘
1. Principal Sec retaty 1 the Pi, Pobime: Minister's Sccrctarmt, Islamabad
2 Sccretar; to e Preside; 1c, X manw-\adar Islamabad il
3. Cabinet 8 Becrerary, \,,;bjmn, & isipg rIblamdbad . '
4. Additional becxctaﬂ—,‘hI; ajriet Division, Islamaba_dv
5 Director General, (Tech’) 'ID,e‘Gcn. IS8T Islamabad
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" No.SO(FG-1)3-72/2021 (Vol-I11)
GOVERNMENT OF THE PUNJAB

a SERVICES &GENERAL ADMINISTRATION
‘== DEPARTMENT |
M P
LTS (I&C WING)
: Dated Lahore, the 16t April, 2024
To,
1. The Senior Member Board of Revenue, Punjab.
2. The Chairman, Planning & Development Board, Punjab. i
3. The Additional Chief Secretary, Dia :
Government of the Punjab, iary MNo..... / ‘)//0 ..............
S&GA Department. Da'e/X"Z’ g 9
4. The Secretary, Agricultire Deptt, s /
" . C“"l‘ Secretayinag. A
Government of the Punjab, cretariate Ly,
Home Department. '
5. All Administrative Secretaries, Government of the Punjab. £ A | B
6. The Inspector General of Police, Punjab. Dia ':ﬁ J.QC\{ )
Z All Divisional Commissioners, Punjab ry o
8. The Chairman, Punjab Information Technology Board, Lahdrate -L?g-l_l* LL 4
9, All Deputy Commissioners, Punjab.

<0 Subject: - CYBER SECURITY ADVISORY — HOSTILE APTs TARGETING
PAKISTANI OFFICIALS - WITH ANDROID: APPS FOR_DATA

P
D EXFILTRATION VIA GOOGLE PLAY STORE (ADVISORY NO.06

gsed herewith a
)

Kindly refer to the subject cited above and find encl
copy of letter F.No.1-5/2003/24(INTISB-II) dated 01.04.2024 received from Assistant
Secretary-II (NTISB), Government of Pakistan, Cabinet Secretariat, Cabihg; Division

(NTISB), Islamabad for necessary action as per law/rules/policy and further

A.,ﬁ

SECTION OFFICER (FG®

distribution to field formation for compliance.

1. Assistant Secretary-II (NTISB), Government of Pakistan, Cabinet
Secretariat, Cabinet Division, (NTISB), Islamabad w.r.t. letter referred

above.
PSO to Principal Secretary to Governor Punjab, Punjab.

2.
3. PSO to Principal Secretary to Chief Minister, b. ' _——
4. PSto Secretary (1&C), S?:GAD Punjab g i‘i‘ r;\ So. "w’a"
‘ Dawvnbou (Yl Futo’ﬁ‘n/'—:t’n‘
: QJ\ Govt. of the Pujal
s A Agri. Deptt.
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1 No 1-5/2003/24(NT188-11) Islamabad ‘.th'cl“'Apr'\\ i024

Sulgect: - taber Secuiy Advisory LHO&A&AELLEMMMM“
ﬂMmsmlmkkwxnum&ﬂiﬂ-ﬁmManm
No. 06
Context. Reportedly, « number of suspicious android appl'x'cations..'on -
wooyle Plav store have been idendfied, These applications (AnnngA) are designated. to
Cxuadh perscaig nnancial data including =aedia, conract list, calendar, call/rﬁéssagc logs ete.
from the vicum’s mobx ¢ phones upon dewnloading (without user c(mscnt) Morcovcr somc
of the apps alsu offer 1 provide Per: ona Ldeatfisbie Informat:on (PII) bFPalustam citizens
on demand in licw of monctaty exchange. ' ncrefc:-c, a cautious approach is essential in usage -

of such a pps.

2. Preventive Measures

& N app’licagibnS o unknown source /3 pafry hosting (except from‘
Googie Play Store) e instalied on Andtoid phones. |

While ‘down"mading and instaiing new apphcauc)nb. user. must check
reviews privacy po. ::_v el avoid pm"ldmg phone npmber/em:ul
addresses. |

Keep thorough check on permissions granted to all the installed
applications including system applications and change the phone 1f any
suspicion arises.

Before instatlauc:s 0! .ny apniications, users must read its prxvacy pohcy,
what data ig \..UHCCLC(.. from-uscrs and with Whorn.ut is bemg shared.

‘-.C a.c pm p:ote‘ {Andecid built-in Anumalware) thust not bc
smtched off in any Case,

!

| ' D-zr S cp-n enin and e techments from unlmuwn or suspxuoua
- sousces. |
& ":d,ue momlc opesaag sy siem whenever updatt.:, are avaxlablc.

h Dn 0ot keev afﬁcml gati in smqrtphonc in any case.
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1, .\CEP ar : ' e 1!’{1 (‘:L d” n tme and Cry N Chpme

smattphone (O any «sive LONny - (ru])

j- Lasute Strong PASSWOLAS 60 weneryi gecurite nolicies
T ANUVIZUS AN 3o .

k. Install good antv WG semaiwgce soltwn e

ana 'I"’lll L 8 Sl2natuge

definitions in dmelv .

Kindlv disseminatc the . ovg

3. Hormaton (0 Ak concetred jn yorns
, oy iliated depa T
organizations, all atrached/affilia Partments and ensure necessary protective
measures. i o
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(I‘dun“t“nmﬂ.d Usman Lariq)
Assisrand Sceretary-T1 (N1 TSB)
Phit N81.92N4560

All Secretaries of Ministries/Divisions. of the Hederal Governpient_anc  Chie?

Secretaries of the Provincial Governimnig
’

1. nnc1pal Sectetaty to the PAL Prime Minjstes’s Sccre rariat, Isiarmabad
2. Secretary to the Presxdcm. Yiwan-e-Jadar, Isiamabad
3,  Cabinet Secretary, Cabinct Divisico-. isia mamc’
4, Additonal Secretary-IIT, Coinet 2 igion, Tslamabad
5. Dircctor General {Tech), L2 Gep "31 Talamabag

6.  Dircecror {IT), Cabinet Divi-ion, ix smabad

SUSPICIOUS ANDRQID MUBILE APPLICATIONS

EEE f -xRpl Name - . b:‘;-QUEf_}_Ll_ T
! : ~l
1. . IlISSB App for Armed Forces L 7L \ppCOJlIlg(‘l’lpDC()Cli 228(@gmail.com;
% l Initial Test & ’reparauon - T ~do- o
3. [ Intclhwc.lcc Mcqgs Test T -do- T
4-: ; .Pak cS::'rviICcs. 2024 ' : do-
¥ ;  ; W ,'-‘:—'"———ww——‘_-.,,,_.__,__\ ...i'......,
3. Elcetmcuj,-nsm Checker - - . P
B SRR — e A S Trs S
6. ;'Sm Gas Bill Viewer S e T
{ . ) '
1 1 Odillne Shomde o :
‘ Online Shcppmg Pakistan . ey
W,—“" e R T ;
-do- i

-\\_i_ b g

.__\ ~co-




